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ABSTRACT .

projects under Berkeley Open Infrastructure for Network
Human interpretation is a common practice in many Computing2]. These analyses may produce a different
scientific data analyses. After the data is processed to anumber of outputs sults), and these outputs may be
certain extent, the remainder of the analyses is performedgenerated at different time intervals. These factors decide
as a series of steps of processing and humanthe way a collaborative session can be set up for the
interpretation. Many large scientific experents span interpretation of data produced by an analysis. If the
multiple organizations, therefore, both the data and the analysis phase has multiple steps, and each phase tak
teams involved in these experiments, are distributedfairly less time, then synchronous collaboration would be
across these organizations. When the focus of an analysiéhe right model. On the other hand, if the analysis takes a
is to extract new knowledge, collaboration is a key longer time to complete, then it is better to run the
requirement. Real time arear reattime collaboration of analysis first, and collaborate on the interpretation of the
expertise, on scientific data analyses, provides a better™®Sults in an asyncbnous manner. In either case, the
model of interpretation of the processed data. In this sharing of results can be done as shared displays or shared
paper, we present a collaborative framework for scientific €vents.

data analysis that is also secure and fault tolgra
The shared display model fits best for simply sharing

results. Therefore, the scientists who only wanted to see
the results of an ongoing experimenh e them without
further processing at their sites using this model. The
shared event model, on the other hand, permits the
scientists to participate in an experiment actively. They
can either, perform further processing such as fitting
1. INTRODUCTION models on the raived events or simply merge the results.
Both these paradigms have their own merits and demerits,
The final step of most scientific data analyses is humanwhich we will discuss extensively when we present the
interpretation. Experts in a particular area of study are architecture of the proposed system.
located in different pas of the country and in different
countries. Collaborative scientific data analysis is a|n many scientific data analyses, the composability
promising field of study, since its goal is to bring the property, wheh is the ability to perform the data analysis
expertise scattered all over the world to a single dataas a collection of sub data analyses that can be executed
analysis session. The typical steps of a lmmEe  concurrently, and thereby producing the result by merging
scientific data analysis are:(i) Locate the data from the outputs of these sub analyses, is often exploited to
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experiments (typically a large volume of datd)i) achieve scalability. This type of alysis produces a
Execute various analysis functions on this daid) considerable amount of sub results, and by enabling
Further process the analyzed data to produce graphs Ofollaboration for such analysis, the collaborating
simulations(iv) Interpretation bycientists. participants will be able to see the results getting shaped

as and when the sub results are available. This will be a
The collaborative approach yields tremendous benefits toyery dynamic coliboration if the number of sub results is
the final interpretation, since it provides a framework for high, and if they are produced at higher rates.
different experts to participate in the final step of the
processingTypically, theseanalysesare performed in @ High Energy Physics (HEP) data analysis is an example of

server cluter, computationalgrid, or in a group of composable data analysis. Typically, the aim of such data
voluntary participants' computers, as in the case of many



analysis is to identify a particular type of ewenithin the collaborative data analysis in either major Grid or Web
millions of events, generated by HEP experiments. The2.0 systems.
result of such analysis would be a histogram of possible
events. The task of the analysis is to go through all theOur architecturgrovides a solution to both data analysis
events available, and identify a particular set of events.and reatime or near reaime sharing of results for a set
We can easily leak down the initial data set into smaller of collaborative participants. The support for executing
subsets, and run the same analysis software on thesthe data analyses in a close network proximity to the data
subsets concurrently. The resulting histograms can then beninimizes the overall data movemeatd thereby favors
combined to produce the final result. In a collaborative scientific data analyses involving large volumes of
session, each participant will receive #helsistograms  distributed data. The multiple modes of collaboration,
(under a shared event model) and see them being mergesupported by the proposed framework enable the scientists
in reattime. Please note that the terfievend in fishared to join a collaborative data analysis session using a model
evend has no correlation to the events in the HEP dataof their chace. For example, a scientist with limited
analysis. computer power can decide to join a collaborative session

using the shared display mode. In addition, a scientist who
As explained above, the scientists participating in ajoins in late to a collaborative session can retrieve the
collabaative session will not be from only one results (events) as shared eventshmred displays. This
organization or a single administrative domain. It will be a form of collaboration is best suited for the final steps of
global participation. Therefore, supporting such most scientific data analyses, which focus on extracting
collaboration requires careful attention to the security knowledge from the processed data. The goal of the
aspects of the framework for collaboration. Hdw proposed framework is to support this type of
authenticate various participants and how to authorizecollaboration with scure and fault tolerant manner.
them to perform various activities are some of the
guestions that should be answered by the collaborativeln this paper, we present a secure and fault tolerant
framework. framework for collaborative data analysis that supports

different collaborative modes. Section 2 discusses the
When many scientists participate in a collaborative proposed architecture and the core software components.
session for data analysis,i$ crucial to consider the fault Section 3 of the paper discusses the advanced research
tolerance aspect of the framework as well. A single failure prototype of the system and section 4 presents the
in the processing entities or the software componentsperformance evaluation of our system. Section 5 discusses
should not waste the total man hours put into the analysighe related work in this area of research. We present our
task. The framework should be able to responthé&se conclusions and future work in sixt 6.
failures and proceed with the analysis.

2. ARCHITECTURE
Typical collaborative frameworks in the scientific
Community fa” intO two Categories. Fil’st iS the framework Before presenting the architecture Of the proposed
for sharing data and heterogeneous distributed resourcefamework, it is important to identify the key features,
and, second is the framework for suppagtcollaboration  which are expected from the proposed framework. We
among multiple participants. Most grid portal frameworks will use the following terms in our discussion. Master
such as OGC)] and GridSphei8] fall into the first  client the userinterface program that a scientist uses to
category, and form a more static version of collaboration. jnitiate the data analysis task. Clienia user interface
Sharing data and resources among the participants is a kejrogram used by other scientists who participate in the
strength m these technologies. Software such as collaborative data analysis. The collaborative data
NEESGrid6] extends the goal of sharing data and gpalysis framework should support:

resources into near rene teleobservation of sensor ¢ Fynctionaliy to create an experimental session to

and experimental data and also to-eration of remote keep track of relevant content such as analysis scripts,
equipment control systems, allowing a dynamic faymn configuration files, and communication topics.
collaboration among the participants. The collaborative Execution of the analysis in multiple geographic
frameworks such as Enabling Virtual locations where the data is available.

Organizations(EVQ¥%] and Anabgd] fall into the

second category. They focus on developing tools for
collaboration, such as shared white boards, audio video
corferencing, recording, playback etc. Although the above
systems support different aspects of collaborative data
analysis, there is no support for réiahe (synchronous)

Multiple modes of collboration such as shared

events, shared displays, synchronous, and

asynchronous collaboration.

Capability to perform different post processing on the

results received.

1 Performing the above scenarios in a secure and fault
tolerant manner.



A framework capald of supporting the above

interact to provide a scalable framework for collaborative

requirements can be designed by incorporating three mairdata analysis.

software components:

1. A gateway to compute resources i.e. a server capable: ! ] sitem |
of operating at the head node of a cluster or as a grid | ' 1| Data !
enabled web service framework. ! : ! Compute),

2. Content digibution framework as the communication | Gt Cloud /|
layer. Publish/subscribe messaging systems are best! | Clarens i | | Clarens |
suited for this purpose, since we need to disseminate :___Se’_"’f'_ ______ \ ! __Sf’_"‘f’ _______ :
results and messages to all the participating entities
within the collaborative session. . S

3. Software components tkeep track of the state of the Meta Data Registry

entire system, including the collaborative sessions
and the available compute resources. In our

implementation, we have called these agents, and we

use multiple instances of these to sustain failures.
2.1.Software Subsytems

We use Clarens senj@&}, developed at Caltech, for the
data analysis framework and NaradaBrokdidfy a
publish/subscribe  messaging  substrate, as
communication layer.

2.1.1 Clarens Server

Clarens is a grid enabled web service framework,
implemented in Python, which supports most common
web service protocol stacks comprising HTTP and
SOAP/XML-RPC with SSL/TLS encryption and X.509

certificatebased authentication. Although the server
implementation of Clarens is Pythémased, it provides

clientlibraries for other languages such as Python, Iguana,

JavaScript, and most importantly, the C++ based
interpreted language supported by the ROOT Analysis
frameworK17]. Support for all the above features as well
as the integrated support for ROOT makegédia a key
framework for various scientific data analyses.

2.1.2. NaradaBrokering

NaradaBrokering is a content distribution infrastructure.
The NaradaBrokering substrate itself comprises a
distributed network of cooperating broker nodes. It can be
used as a messageriented middleware or as a
notification framework. Communication within
NaradaBrokering

places no constraints on the size, rate, or scope of th&€
interactions encapsulated within events or the number ofd

entities present in the system. In addition, it incorporates
support for wide verity of transport protocols making it an

ideal communications infrastructure for heterogeneous
distributed systems.

2.2.Collaborative Data Analysis Framework

Figure 1 shows the afutecture diagram of the system
with the above software components, and how they

our
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Figure 1. Architecture of the Proposedrramework

In the above architecture, the Clarens serws as the
gateway to data and compute resources at a particular site.
Entities in our architecture, clients, servers, and agents,
communicate using NaradaBrokering. At startup, each
Clarens server natifies its availability to the agents, and
the agents aft keeping track of the available servers
thereafter. We have given complete details of a scalable
approach to tracking entities in a distributed system in a
secure and authorized manner in [R&f. The scientist
who initiates the analysis session uses dlient software
(simply master client hereafter) to locate an agent and then
uses the agent to locate available Clarens servers and data.

is asynchronous, and the substratdVext, the scientist proceeds by creating a session for the

xperiment with the agent, specifying the experiment
etdls such as the data files, the analysis files, and other
settings related to communication topics. These steps are
shown by the arrova. Once a session is created, other
participating scientists can connect to the same session,
shown by arrowc, using th& client software. After this
initialization step, the scientist who initiates the analysis
(client 1 in Figurel) informs the agent to start the analysis.
The Agent notifies the Clarens servers about the
availability of the analysis jobs, and the Clarsesvers
starts processing them (shown by the arro This
approach decouples the communication logics associated



with the computational servers from the client 2.3.3.Asynchronous Collaboration
implementation. Once an analysis job is completed, theAlthough a collaborative session is more interactive when
Clarens servers notify the results tiee collaborating all the participants ar participating in redime (in

clients (shown by the arrovesandc). synchronous fashion), getting all the interested
participants to participate in a session at the right time will
2.3.Collaboration Modes be hard. This is especially true when they are participating

from locations around the globe that are in défé time
The above architecture supports most of the typical zones. Therefore, we should expect to support participants
collaborative modes such as synchronous andwho come late into a collaborative session or participants
asynchronous collaboration each with either shared evenwho need to only see the results of an already terminated
or shared display ades. collaborative session.

2.3.1.Synchronous with Shared Event Mode Our architecture supports both these typed o
We support two main approaches within this type of collaborations in the following manner. When a master
collaboration based on the way the results of the analysiglient creates a collaborative session with an agent, the
are transferred to the participating entities. One approacragent keeps track of the collaborative session. It stores
is based on thépush paradigh) wheee the Clarens server information such as the communication topics under
publishes the result of an analysis job once it is available.which various events related thexperiment are
The main advantage of this approach is that thedisseminated, analysis functions, and the location of the
participating clients do not need to connect to the serversdata  files.  Nardabrokering's  reliable  delivery
to retrieve results. Once they discover the topic over featurg¢l2,13] guarantees that once a client is subscribed
which the results are published, the results will be to a particular topic it can retrieve all the events that have
delivered to them as and when they are available at thébeen publishetb the same topic from the creation of that
servers. When the results are available at the client it cariopic. To eliminate the possibilities of overlapping topic
then perform additional processing on the results, which isnames, master client appends a 128 bit long universally

a main benefit of this approach,rieeded or simply save unique identifier to each topic that it creates for a data
the results. analysis session. If a scientist jpia collaborative session,

after it has been started, or after it has finished, the
Another approach that we support is to let the Clarensscientist can simply retrieve the events related to that
servers publish the location of the result of a particular experiment. Here also, the scientists can retrieve results
analysis job once it is completed. These can be the inputgvents either as they were and perform further proagssin
for another level of processing (if requiredythough we  of their own or simply see the screenshots published by
have not yet explored this, the above feature enables dhe master client. With the former method, the scientists
hierarchical data analysis using our framework. will be able to see the results as if it is being performed in
reaktime.
2.3.2.Synchronous with Shared Display Mode
In the shared display mode of collaboration, the master2.4.Security
client handles the control of the aorative session.
When the master client receives a result from a ClarensThe above collaborative infrastructure spans iplelt
server, it performs the necessary post processing such adomains of control, and therefore the security aspect of
fitting and plotting functions. If there is a change in the the framework is a very important consideration. The
user interface, then the client program captures it, andClarens server provides authenticafid) via a Public
publishes it using the NaradaBrokering. Collaborating Key Infrastructure, which is based on the X509
entities who are only interested in seeing the results of arcertificates issued by a trusted Cietite Authority, and
experiment without actively participating in processing authorization via a gridmap file similar to other grid
these results (shown by the arrdjvreceive these events. frameworks such as the GlobusTod&jt Since our
The client programs, used by awtiists, will simply render  framework uses publish/subscribe messaging as the main
the images sent to them by the master client. Thismedium of communication, we need to guarantee that only
approach has many advantages, since it simply expandthe authorized dities will be able to discover topics and
the number of ways of distributing the results of a publish data to those topics. In a companion paper, S.
particular analysis. The only post processing required atPallickara et aJ14] have given a detailed description of
the client pogram is simply rendering these images. NaradaBrokering's framework for the secure and
Another possibility is to upload the images to a web serverauthorized endo-end delivery of streams. Clarensnger
so that they can be publicly available. uses the user credentials available in the publish/subscribe
messages for the authentication and authorization. This
ensures that only the authorized scientists can perform



analysis jobs using Clarens. This will ensure that only thethe entities in the system.ntegrating NaradaBrokering
authorized entiis can create experimental sessions with written in Java with user interfaces written in ROOT and

an agent, and publish or subscribe to topics used. with Clarens server written in Pythas one of the main
challenges that we eaunter. We implemented a
2.5.Fault Tolerance publishsubscribe client in C++, and incorporated the

necessary chges into Clarens in the Python language.
The proposed architecture does not have any centrallhis allows both Clarens and the user interfaces written in
control point such as @portab and hence poses no threat ROOT to access the publisbbscribe capabilities of
of a singlepoint-of-failure. The messaging infrastructure NaradaBrokering. During the first phase of the work, we
can be configured as a set of broker network, whichexclude the implementation of agents, and aee
supports fault tolerang3]. Agents keep track of the currently working on completing the implementation to
ongoing experiments and other bookkeeping information comply with the proposed architecture. Fig@rehows the
relevant to the experiments. We incorporate a discoveryuser interface of the client program that a physicist can
mechanismfor agents wherein the client is allowed to use for collaborative data analysis.
discover an available agent based on certain criteria such
as response time. Once such an agent is discovered, the
client uses that agent to run the experiments. Agents also
use a gossip protocol to synchronitee experiment's
metadata between them; this allows the system to tolerate
individual agent failures. Clarens server failures during
the execution of a data analysis task can cause an
incomplete result set. However, the composability
property of the dataralysis allows users to restart the
analysis in a different Clarens server for the data files that
have not been analyzed if the same data is available in the
new location as well. In our current architecture, user
intervention is required in selecting am Clarens server
and for restarting the analysis. i

Figure 2. User Interface of Proof of Concpt

3. IMPLEMENTATION Implementation

_ . . The top right corner of Figur@ shows the available
We selected a particle physics data analysis task as oUgjarens servers for the data analysis tasks. The compute
main usecase and built a proof of concept implementation capapilities used by these servers depend on the way they
to see how the overall system works. Physicists at Caltecthaye configured at each location. Once a user selects
were usingthe Clarens server and ROOT to perform servers and psses a button to connect to them, the user
various data analyses tasks relating to particle physicnterface retrieves names of the available data files and
experiments. ROOT was the data analysis framework forshows them to the user. In our current implementation,
the particle physicist, and the Clarens server also supportghese names are retrieved directly from Clarens servers.
execution of data analysis functions written ROOT. Once user selects an appropriate numbegfouping the
However, their use of these technologies did not helpyata files to computing jobs (we call thewotlety the
them to collaborate over an analysis task or to processser interface starts submiting these jobs to the
data available at different geographic locations. We havegppropriate servers. This step happens only in the master

access to their analysis scripts, and demonstrated that oWlient. The rest of the participants, once connected to a
system can perfornthe data analysis in a collaborative cojlaboration sedsn, simply await the results.

and much more scalable manner than before.

) ) At the end of processing each rootlet, the respective
RQOT also comes with a CT’“ interpreter named QBT Clarens servers notify the clients publishing the results.
which can be used for rapid prototyping. Thus, we also once an event is received, the user interface performs the
decided to use CINT as our user interface programmingnecessary pogirocessingIn our usecase, the si of a

language. W this decision, our implementation uses sjngle data file is 33MB, and we group multiple of these
ROOT as an object oriented data analysis framework, offjles for a single execution unitqotlet) for analysis. The

which the analysis functions are written, and as a languaggesulting histogram of an analysis job is nearly 9KB in

for developing user interfaces. size. The cells shown at the right hand side of the
o . o o screenshot (Figur®) are the individual analysis jobs.
NaradaBrokerings the main communicationmediumin Once a histogram is received by the user interface, it

our architectureand hence, it should be accessible to all pmerges the histogram with the existing histograms and



